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Abstract

The transformation of digital ecosystems and the rise of algorithmic
governance have fundamentally challenged traditional structures of power
and classical models of legal protection. In this context, women, as one of
the most vulnerable social groups in digital environments, face new forms
of violence that can no longer be understood merely as individual criminal
acts; rather, they are reproduced through platform architectures, data
economies, and algorithmic systems. This article examines the challenges of
women's digital rights within the Iranian legal system through a descriptive-
analytical method and by drawing upon the literature of digital law, platform
governance, and gender justice. The findings demonstrate that the traditional
model of criminal justice, due to its individualistic and reactive nature and
its neglect of the structural role of platforms and algorithms, is insufficient
for the effective protection of women in digital spaces. Accordingly, the
article proposes a model of "digital justice-oriented governance" based on
platform responsibility, algorithmic transparency, data justice, and
preventive-restorative protection. The novelty of the study lies in
reconceptualizing digital violence against women not merely as a
cybercrime, but as a manifestation of the transformation of power structures
in the age of algorithmic governance. From this perspective, the article seeks
to provide a theoretical framework for redesigning legal protection of
women in digital spaces through a reconsideration of responsibility in the
era of platform power and data-driven governance.
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Extended abstract
Purpose

The rapid expansion of digital ecosystems and the rise of algorithmic
governance have fundamentally transformed the structures of power and the
classical models of legal protection. Platforms, algorithms, and data-driven
systems now play a decisive role in shaping social relations, controlling
access to information, and regulating public discourse. In this context,
women—as one of the most socially vulnerable groups in digital
environments—face novel forms of violence that can no longer be analyzed
merely as individual criminal acts. Instead, they are reproduced through
platform architectures, data economies, and opaque algorithmic
mechanisms. In Iran, the proliferation of social networks, the growth of the
platform economy, and the increasing dependence of social life on digital
infrastructure have created new challenges for women's rights.

Despite the existence of provisions in the Computer Crimes Act (2009)
addressing some forms of cyber-harm, the legal response has remained
largely reactive and individual-focused, without a coherent framework for
analyzing women's digital rights in relation to algorithmic power, platform
responsibility, and data justice. The principal purpose of this study is
therefore to identify the challenges posed by the transformation of power in
the age of algorithmic governance for the protection of women's digital
rights in the Iranian legal system, and to propose a normative framework for
digital justice-oriented governance. To this end, the paper pursues three
questions: (1) what challenges does the transformation of power in the age
of algorithmic governance pose for the protection of women's digital rights
in the Iranian legal system; (2) why is the traditional model of criminal
protection insufficient in the face of digital violence; and (3) what normative
framework can be proposed for digital justice-oriented governance based on
platform responsibility, algorithmic transparency, and data justice?

Design/methodology/approach

This research employs a descriptive-analytical method combined with an
interdisciplinary approach drawing on philosophy of law, digital law, and
platform governance. Data were collected through library research, analysis
of algorithmic governance theories, international instruments, and domestic
legal sources. The article examines Iranian legislation—primarily the
Computer Crimes Act (2009) and related regulatory frameworks—alongside
comparative analysis of the European Union's Digital Services Act,
Australia's Online Safety Act, and the UK's Online Safety Act to identify
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gaps and propose a normative framework adapted to Iran's legal context. The
theoretical foundation draws on Lessig's thesis that "code is law," Zuboff's
theory of surveillance capitalism, Noble's (2018) analysis of search engine
bias, and Benjamin's (2019) critique of "race after technology," providing a
robust interdisciplinary framework for analyzing the structural dimensions
of digital violence.

Findings
The analysis reveals that the transformation of power in the age of
algorithmic governance has fundamentally altered the nature of legal
protection. Drawing on Lessig's thesis that "code is law™ and Zuboff's theory
of surveillance capitalism, the article demonstrates that in digital
ecosystems, power is no longer exercised solely through the state and formal
legal rules. Platform architectures, recommendation algorithms, and data-
processing systems function as regulatory mechanisms that shape human
conduct, control visibility, and determine access to the public sphere. This
structural transformation requires a reconceptualization of legal protection
beyond the individual-liability model. The article identifies three
intersecting dimensions of digital violence against women: first, direct user-
generated harm—such as non-consensual image sharing, cyberstalking, and
online harassment—which is partially addressed by the Computer Crimes
Act; second, algorithmic discrimination and the reinforcement of gender
stereotypes through data-driven systems; and third, structural platform
complicity, whereby algorithmic amplification of harmful content, opaque
content moderation, and inadequate reporting mechanisms create systemic
conditions for the reproduction of gendered violence. The article further
identifies four systemic limitations of Iran's current criminal law approach:
(i) individual-centeredness, which fails to account for the networked and
structural nature of digital harm; (ii) reactivity, given the irreversible and
rapidly spreading character of digital violence; (iii) over-reliance on
criminal categorization, which excludes harms that do not fit established
offence definitions such as algorithmic exclusion and coordinated
harassment; and (iv) invisibility of algorithmic decision-making, which
renders automated content moderation errors legally un-addressable under
existing frameworks. In response, the article proposes a model of "digital
justice-oriented governance" resting on four pillars: platform responsibility
(recognizing platforms as active governance actors subject to a duty of
digital care); algorithmic transparency (requiring platforms to explain the
criteria governing content removal, ranking, and amplification); data justice
(preventing the reproduction of gender bias in automated systems); and
preventive and restorative protection (complementing criminal sanctions
with swift content removal mechanisms, interim injunctive relief,
psychological support, and civil remedies).

The normative foundation of this model is grounded in indigenous
Iranian legal values, including the principle of human dignity (karamat-e
ensani), the prohibition of harm (man' az azrar), the protection of reputation
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(hefz-e hesiyat), and the preservation of public security.

Research limitations/implications

This research has several limitations that should be acknowledged. First, the
study focuses primarily on the Iranian legal context, which may limit the
direct applicability of the proposed framework to other jurisdictions with
different legal traditions and regulatory approaches. Second, the analysis
relies on documentary sources and comparative legal analysis rather than
empirical data, which may limit the ability to assess the practical
implementation and effectiveness of the proposed model. Third, the rapidly
evolving nature of digital technologies and platform governance means that
the findings may require periodic revision as new technological
developments and regulatory responses emerge. Fourth, the study does not
examine the specific challenges of enforcement and institutional capacity
that may affect the implementation of the proposed framework in Iran.
Accordingly, it is suggested that future research conduct empirical studies
examining the practical experiences of women with digital violence and
platform accountability mechanisms in Iran, evaluate the effectiveness of
existing legal provisions through case law analysis, develop specific
legislative proposals for implementing the proposed framework within the
Iranian legal system, and conduct comparative research on platform
accountability mechanisms across different jurisdictions to identify best
practices and lessons learned.

Practical implications

The findings of this research are of significant importance for Iranian
legislators, regulatory authorities, judiciary, and platform operators. The
proposed framework of digital justice-oriented governance provides a
practical roadmap for legal reform that extends beyond the classical criminal
paradigm. At the legislative level, the findings suggest the need for
comprehensive reform that includes the recognition of platform
responsibility, the establishment of algorithmic transparency requirements,
the development of data justice standards, and the provision of preventive
and restorative protection mechanisms. At the regulatory level, the findings
highlight the need for independent oversight mechanisms capable of
monitoring platform compliance with digital justice standards. At the
judicial level, the findings emphasize the need for judicial training on the
structural dimensions of digital violence and the development of legal
remedies that address systemic platform failures. For platform operators, the
framework provides normative guidance for developing responsible
governance practices, including transparent content moderation, accessible
reporting mechanisms, and accountability for algorithmic outcomes. The
implementation of this framework would require the establishment of a
specialized regulatory body with technical expertise in algorithmic systems
and digital rights protection.
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Social Implications

From a social perspective, this research reveals that digital violence against
women cannot be reduced to the criminal conduct of individuals; rather, it
reflects an unequal architecture of power in the digital lifeworld. The
findings highlight that the traditional model—reactive, individual-focused,
and blind to the structural role of platforms and algorithms—is structurally
inadequate to address the forms of gendered violence reproduced through
algorithmic systems. The proposed framework of platform responsibility,
algorithmic transparency, data justice, and preventive-restorative protection
offers a coherent normative alternative grounded in both comparative law
and the foundational values of the lIranian legal system. The study
underscores the importance of recognizing women's digital rights as a
distinct category of rights that requires specific legal protection, and of
moving from a punitive to a preventive and restorative approach. At the level
of overall policy, the central recommendation is to transition from classical
criminal justice to digital justice-oriented governance, which would not only
improve the protection of women's digital rights but also strengthen the
broader framework of digital rights and platform accountability in Iran.

Originality/value

The primary innovation of this article lies in offering a comprehensive
framework for digital justice-oriented governance specifically designed to
protect women's digital rights in Iran. In contrast to prior studies, which have
either addressed cybercrime in general terms without focusing on the
structural dimensions of digital violence against women, or have applied
Western frameworks without considering the Iranian legal context, this
research provides a systematic and culturally grounded analysis based on the
integration of international best practices, comparative legal analysis, and
indigenous Iranian legal values. The identification of three intersecting
dimensions of digital violence and four systemic limitations of the
traditional criminal justice model offer a novel contribution to the literature.
The proposed four-pillar framework—platform responsibility, algorithmic
transparency, data justice, and preventive-restorative protection—provides
a practical and theoretically grounded roadmap for legal reform. The
reconceptualization of digital violence against women as a manifestation of
the transformation of power structures in the age of algorithmic governance,
rather than merely cybercrime, represents a significant theoretical
contribution. Its value accrues to legislators, regulatory authorities,
judiciary, legal scholars, women's rights advocates, and civil society
organizations concerned with digital rights and gender justice in Iran.
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